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Abstract

Thi s docunent specifies how to represent Montgonery curves and

(tw sted) Edwards curves as curves in short-Wierstrass form and
illustrates how this can be used to carry out elliptic curve

conmput ations | everagi ng existing inplenentations and specifications
of, e.g., ECDSA and ECDH using NI ST prinme curves. W also provide
ext ensi ve background material that may be useful for inplenenters of
elliptic curve cryptography.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on July 25, 2022.
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1. Fostering Code Reuse with New Elliptic Curves

Elliptic curves can be represented using different curve nodels.
Recently, |IETF standardized elliptic curves that are clainmed to have
better performance and inproved robustness agai nst "real world"
attacks than curves represented in the traditional short-Wierstrass
curve nodel. These so-called CFRG curves [RFC7748] use the

Mont gonmery curve nodel and the nodel of tw sted Edwards curves.

In this docunent, we specify these curves using the traditional
short-Wierstrass nodel and al so define howto efficiently switch
bet ween representations in these different curve nodels. In
particul ar, we specify Wi 25519, which allows an alternative
representati on of points of Curve25519 (a Montgonery curve) and of
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poi nts of Edwards25519 (a twi sted Edwards curve), as points of a
correspondi ng short-Wierstrass curve. Simlarly, we specify Wi 448,
which allows an alternative representation of points of Curve448 (a
Mont gonery curve) and of points of Ed448 (an Edwards curve), as

poi nts of a correspondi ng short-Wierstrass curve.

Use of Wei 25519 and Wi 448 al |l ows easy definition of new

instanti ations of signature schenmes and key agreenent schenes already
specified for traditional N ST prine curves, thereby allow ng easy
integration with existing specifications, such as NI ST SP 800-56a

[ SP-800-56a], FIPS Pub 186-4 [FIPS-186-4], and ANSI X9.62-2005

[ ANSI - X9. 62], and fostering code reuse on platforns that already

i npl enent sone of these schemes using elliptic curve arithnetic for
curves in short-Wierstrass form (see Appendix C.1). To illustrate
this, we specify how to use Wi 25519 and Wi 448 with co-factor ECDH
and with ECDSA, thereby giving rise to the key agreenent schenes
ECDH25519 and ECDH448 and t he signature schenmes ECDSA25519 and
ECDSA448. I n all these cases, inplenentors nmay use the curve
arithnmetic for the curve nodel of their choosing (where they can
efficiently switch between representations in different curve nodels,
if required).

For ease of exposition, we consider Wi 25519 first and introduce
Wei 448 sinply as an illustration of howto create other "offspring”
obj ects and protocols (see Section 4.4). W also provide extensive
background material that we hope may be useful for inplenentors of
elliptic curve cryptography or for cross-referencing with future
speci fication work.

2. Specification of Wi 25519

For the specification of Wi 25519 and its relationship to Curve25519
and Edwar ds25519, see Appendix E. For further details and background
information on elliptic curves, we refer to the other appendices.

The use of Wei 25519 allows reuse of existing generic code that

i mpl ements short-Wierstrass curves, such as the NI ST curve P-256, to
al so i npl ement the CFRG curves Curve25519 and Edwar ds25519. (Here,
generic code refers to an inplenmentation that does not depend on

har dcoded domai n paraneters (see also Section 6).) W also cater to
reusi ng of existing code where sone domai n paraneters nmay have been
har dcoded, thereby w dening the scope of applicability. To this end,
we specify the short-Wierstrass curves Wi 25519. 2 and Wei 25519. - 3,
wi th hardcoded donain paraneter a=2 and a=-3 (nod p), respectively;
see Appendix G (Here, pis the characteristic of the field over

whi ch these curves are defined.)
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3.

4.

Use of Representation Swtches

The curves Curve25519, Edwards25519, and Wei 25519, as specified in
Appendi x E. 3, are all isonorphic, with the transformtions of
Appendi x E. 2. These transformations map the specified base point of
each of these curves to the specified base point of each of the other
curves. Consequently, a public-private key pair (k,R =k*GQ for any
one of these curves corresponds, via these isonorphic mappings, to
the public-private key pair (k, R:=k*G ) for each of these other
curves (where G and G are the correspondi ng base points of these
curves). This observation extends to the case where one al so

consi ders curve Wi 25519.2 (which has hardcoded domai n par anet er
a=2), as specified in Appendix G 3, since it is isonorphic to

Wei 25519, with the transformati on of Appendix G 2, and, thereby, also
i sonorphic to Curve25519 and Edwar ds25519.

The curve Wi 25519. -3 (which has hardcoded domai n paraneter a=-3 (nod
p)) is not isonorphic to the curve Wi 25519, but is related in a
slightly weaker sense: the curve Wi 25519 is isogenous to the curve
Wei 25519. -3, where the mapping of Appendix G 2 is an isogeny of
degree | =47 that maps the specified base point G of Wi 25519 to the
speci fied base point G of Wi 25519.-3 and where the so-called dua

i sogeny (which maps Wei 25519. -3 to Wei 25519) has the sane degree

| =47, but does not map G to G but to a fixed nultiple hereof, where
this multiple is | =47. Consequently, a public-private key pair
(k, R =k*Q for Wi 25519 corresponds to the public-private key pair

(k, R:=k*G) for Wi25519.-3 (via the |-isogeny), whereas the
public-private key pair (k, R:=k*G ) corresponds to the public-
private key pair (I*k, I*R=l*k*G of Wi 25519 (via the dual isogeny).
(Note the extra scalar | =47 here.)

Al ternative curve representations can, therefore, be used in any
cryptographi ¢ schene that involves conputations on public-private key
pairs, where inplenentations may carry out conputations on the
correspondi ng object for the isonorphic or isogenous curve and
convert the results back to the original curve (where, in case this

i nvolves an | -isogeny, one has to take into account the factor 1).
This includes use with elliptic-curve based signature schenes and key
agreenent and key transport schenes.

For sone exanpl es of curve conputations on each of the curves
specified in Appendi x E.3 and Appendi x G 3, see Appendi x J.

Exanpl es
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4.1. Inplementation of X25519, Specification of ECDH25519

RFC 7748 [ RFC7748] specifies the use of X25519, a co-factor Diffie-
Hel | man key agreenment schene, with instantiation by the Montgonery
curve Curve25519. This key agreenent schene was already specified in
Section 6.1.2.2 of NIST SP 800-56a [ SP-800-56a] for elliptic curves
in short-Wierstrass form Hence, one can inplenment X25519 using

exi sting NI ST routines by (1) representing a point of the Mntgonery
curve Curve25519 as a point of the Wierstrass curve Wi 25519; (2)
instantiating the co-factor Diffie-Hell man key agreenment schene of
the NI ST specification with the resulting point and Wi 25519 donmai n
paraneters; (3) representing the key resulting fromthis schene
(which is a point of the curve Wi 25519 in Wierstrass forn) as a
poi nt of the Montgonmery curve Curve25519. The representati on change
can be inplenented via a sinple wapper and involves a single nodul ar
addition (see Appendix E.2). Using this nethod has the additional
advant age that one can reuse the public-private key pair routines,
domai n paraneter validation, and other checks that are already part
of the NI ST specifications.

A NI ST-conpliant version of the co-factor Diffie-Hell man key
agreenent schene (denoted by ECDH25519) results if one keeps inputs
(key contributions) and pre-output (shared key K) in the short-

Wi erstrass format (and, hence, does not perform Steps (1) and (3)
above), where the actual output (shared secret Z) is the x-coordinate
of K (if this is an affine point of the curve), represented as a
fixed-size octet string in tight MSB/ nsb-order using the FE20S
mappi ng of Appendix |.5, and where the output is an error indicator
otherwise (i.e., if Kis the point at infinity O of the curve).

NOTE 1: A Montgonery version of the co-factor D ffie-Hell man key
agreenent schene (denoted by X25519+) results by incorporating Steps
(1), (2), and (3) above, i.e., where one keeps inputs (key
contributions) and pre-output (shared key K) in the Montgonery curve
format, as points of Curve25519, where one represents each affine
point by only its x-coordinate, represented as a fixed-size octet
string in tight LSB/ nmsb-order using the FE20S mapping and its
reverse, the strict OS2FE mappi ng, of Appendix |.5, and where the
actual output (shared secret Z) is the representation of the shared
key K as defined above (if this is an affine point of the curve), and
where the output is an error indicator otherwise (i.e., if Kis the
point at infinity O of the curve). The schenme X25519, as specified
in [RFC7748], is a nore lenient version of this X25519+ schene,

wher eby one does not mandate rejection of shared keys in the smal
subgroup (which are instead represented as if these were the point
(0,0) of order two), where one does not check whether a received key
contribution is a point of Curve25519 rather than a point of a
quadratic tw st of this curve (for definitions of these terns, see
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Appendi x B.1), and where one uses the non-strict (rather than strict)
OS2FE mapping (which, in this case, is always applied after setting
the leftnost bit of the rightnost octet to zero). Moreover, wth
X25519, private keys are generated in the interval [27251, 272252-1]
rather than in the interval [1,n-1] (the so-called "clanping") and
one uses as base point G:=h*G where G n, and h are, respectively,
the fixed base point, the order of the base point, and the co-factor
of the curve in question.

NOTE 2: At this point, it is unclear whether a FIPS-accredited nodul e
i npl ementing the co-factor Diffie-Hell man schene with, e.g., P-256
woul d al so extend this accreditation to the Montgonery versions
X25519+ or X25519. (For cryptographic nodul e validation program

gui dance, see, e.g., [FIPS-140-2].)

4.2. Inplenmentation of Ed25519

RFC 8032 [ RFC8032] specifies Ed25519, a "full" Schnorr signature
schene, with instantiation by the tw sted Edwards curve Edwards25519.
One can inplenent the conputation of the epheneral key pair for
Ed25519 usi ng an existing Montgomery curve inplenentation by (1)
generating a random public-private key pair (k, R:=k*G) for
Curve25519; (2) representing this public-private key as the pair (k,
R =k*@ for Ed25519. As before, the representati on change can be

i npl enented via a sinple wapper. Note that the Mntgonery | adder
specified in Section 5 of RFC7748 [ RFC7748] does not provide
sufficient information to reconstruct R :=(u, v) (since it does not
conmpute the v-coordinate of R). However, this deficiency can be
remedi ed by using a slightly nodified version of the Montgonery

| adder that includes reconstruction of the v-coordinate of R :=k*G
at the end of the Montgonery | adder (which uses the v-coordi nate of
t he base point G of Curve25519 as well). For details, see
Appendi x C. 2.

4.3. Specification of ECDSA25519

FI PS Pub 186-4 [FIPS-186-4] specifies the signature schenme ECDSA and
can be instantiated not just with the NIST prinme curves, but also
with other Weierstrass curves (that satisfy additional cryptographic
criteria). In particular, one can instantiate this schene with the
Wei erstrass curve Wi 25519 and the hash function SHA-256

[ FI PS-180-4], where an inplenentation may generate an epheneral
public-private key pair for Wi 25519 by (1) internally carrying out

t hese conputations on the Mntgonery curve Curve25519, the tw sted
Edwar ds curve Edwards25519, or even the Wierstrass curve Wi 25519. -3
(wi th hardcoded a=-3 domain paranmeter); (2) representing the result
as a key pair for the curve Wi 25519. Note that, in either case, one
can i npl ement these schenmes with the sane representati on conventions
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as used with existing N ST specifications, including bit/byte-
ordering, conpression functions, and the like. This allows generic

i mpl enent ati ons of ECDSA with the hash function SHA-256 and with the
NI ST curve P-256 or with the curve Wi 25519 specified in this
specification to reuse the sane inplenentation (instantiated wth,
respectively, the NIST P-256 elliptic curve domain paraneters or with
t he domai n paraneters of curve Wei 25519 specified in Appendix E). W
denote by ECDSA25519 the instantiation of ECDSA with SHA-256 and with
curve Wei 25519, where the signature (r,s) is represented as the

ri ght-concatenation of the integers r and s in the interval [1,n-1],
where n is the order of the base point of the curve in question, each
represented as fixed-size octet strings in tight NMSB/ nsb-order using
t he ZnE2OS mappi ng of Appendi x |.6.

4.4. O her Uses (Wi 448, ECDH448, ECDSA448, and Ot hers)

Any existing specification of cryptographic schenes using elliptic
curves in Weierstrass formand that allows introduction of a new
elliptic curve (here: Wi 25519) is anenable to simlar constructs,

t hus spawni ng "of fspring" protocols, sinply by instantiating these
using the new curve in short-Wierstrass form thereby all ow ng code
and/ or specifications reuse and, for inplenentations that so desire,
carrying out curve conputations "under the hood" on Montgonery curve
and tw sted Edwards curve cousins hereof (where these exist). This
woul d sinply require definition of a new object identifier for any
such envi sioned "offspring" protocol. This could significantly
sinplify standardi zati on of schenes and hel p keeping at bay the
resource and nmi ntenance cost of inplenentations supporting al gorithm
agility [ RFC7696].

We illustrate the construction of such offspring protocols for
Curve448, another Montgonmery curve recently standardi zed by | ETF (see
[RFC7748]). Simlar to the case with Curve25519, one can represent
points of this curve via different curve nodels, viz. as points of an
Edwar ds curve (Ed448) or as points of a short-Wierstrass curve

(Wi 448). For the specification of Wi 448 and its relationship to
Curve448 and Ed448, see Appendix M As with ECDH25519, one can now
easily define a NI ST-conpliant version of co-factor Diffie-Hell mn
key agreenent (denoted by ECDH448), by sinply reusing the exanpl e of
Section 4.1, but now using the short-Wierstrass curve Wi 448, rather
t han Wi 25519 (with the sane representation and bit/byte-ordering
conventions). Simlarly, one can easily specify ECDSA with Wi 448
and a suitable hash function, by sinply reusing the exanple of
Section 4.3, but now using the short-Wierstrass curve Wi 448, rather
t han Wi 25519, and pi cki ng as hash functi on SHAKE256 (see Section 6.3
of [FIPS-202]) with output size of d0=512 bits. W denote by
ECDSA448 the resulting signature schene (wWwth the sane representation
and bit/byte-ordering conventions).
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NOTE: A Montgonery version of the co-factor D ffie-Hell man key
agreenent schene (denoted by X448+) results by reusing the
description of X25519+ in Section 4.1, but now using the Montgonery
curve Curve448, rather than Curve25519 (with the same checks and
representation and bit/byte-ordering conventions). The schene X448,
as specified in [RFC7748], is a nore lenient version of this X448+
schene, whereby one does not mandate rejection of shared keys in the
smal | subgroup (which are instead represented as if these were the
point (0,0) of order two), nor checks whether a received key
contribution is a point of Curved448 rather than a point of a
gquadratic twi st of this curve, and where one uses the non-strict
(rather than the strict) OS2FE mapping for converting octet strings
to field elenments. Moreover, with X448, private keys are generated
in the interval [27445,2"446-1] rather than in the interval [1,n-1]
(the so-called "clanping") and one uses as base point G:=h*G where
G n, and h are, respectively, the fixed base point, the order of the
base point, and the co-factor of the curve in question.

5. Caveat s

The exanpl es above illustrate how specifying the Wierstrass curve
Wei 25519 (or any curve in short-Wierstrass format, for that matter)
may facilitate reuse of existing code and may sinplify standards
devel opnent. However, the follow ng caveats apply:

5.1. Wre Format

The transfornmati ons between alternative curve representati ons can be
i npl emented at negligible relative increnental cost if the curve
points are represented as affine points. |If a point is represented
in conpressed format, conversion usually requires a costly point
deconpression step. This is the case in [ RFC7748], where the inputs
to the co-factor Diffie-Hell man scheme X25519, as well as its output,
are represented in u-coordinate-only format. This is also the case
in [ RFC8032], where the EdDSA signature includes the epheneral
signing key represented in conpressed format (see Appendix H for
details). Note that in the latter case conpression is |ossless,
whereas it is lossy in the forner case.

5.2. Representation Conventions

While elliptic curve conputations are carried-out in a field G-(q)
and, thereby, involve large integer arithnetic, these integers are
represented as bit- and byte-strings. Here, [RFC8032] uses |east-
significant-byte (LSB)/least-significant-bit (lsb) conventions,
whereas [ RFC7748] uses LSB/ nost-significant-bit (nmsb) conventions,
and where nost other cryptographic specifications, including N ST
SP800- 56a [ SP-800-56a], FIPS Pub 186-4 [FIPS-186-4], and ANSI
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X9. 62- 2005 [ ANSI - X9. 62] use nost-significant-byte (MSB)/ nsb
conventions. Since each pair of conventions is different (see
Appendi x | for details and Appendix J for exanples), this does
necessitate bit/byte representati on conversions.

5. 3. Dormai n Par amet er s

Al'l traditional N ST curves are Weierstrass curves wth domain
paranmeter a=-3, while all Brainpool curves [RFC5639] are isonorphic
to a Weierstrass curve of this form Thus, one can expect there to
be existing Weierstrass inplenentations with a hardcoded a=-3 domai n
paranmeter ("Jacobian-friendly"). For those inplenentations,

i ncludi ng the curve Wi 25519 as a potential vehicle for offering
support for the CFRG curves Curve25519 and Edwar ds25519 is not
possible, since it is not of the required form Instead, one has to
i mpl enment Wi 25519. -3 and i ncl ude code that inplenents the isogeny
and dual isogeny fromand to Wi 25519. The | owest odd-degree isogeny
has degree | =47 and requires roughly 9kB of storage for isogeny and
dual -i sogeny conputations (see the tables in Appendix G 4). Note

t hat storage woul d have reduced to a single 64-byte table if only the
Curve25519 curve woul d have been generated so as to be isonorphic to
a Weierstrass curve with hardcoded a=-3 paraneter (this corresponds
to 1 =1).

NOTE 1: An exanple of a Montgomery curve defined over the sanme field
as Curve25519 that is isonorphic to a Wierstrass curve with

har dcoded a=-3 paraneter is the Montgonery curve M{A B} with B=1 and
A=-1410290 (or, if one wants the base point to still have
u-coordinate u=9, with B=1 and A=-3960846). In either case, the
resulting curve has the sanme cryptographic properties as Curve25519
and the same performance (which relies on A being a 3-byte integer,
as is the case with the domai n paraneter A=486662 of Curve25519, and
usi ng the sanme special prinme p=272255-19), while at the same tine
bei ng "Jacobi an-friendly" by design.

NOTE 2: Wiile an inplenentation of Curve25519 via an isogenous

Wei erstrass curve with domain parameter a=-3 requires a relatively

| arge table (of size roughly 9kB), for a quadratic tw st of
Curve25519 (e.g., the Montgonery curve M{A B} with A=486662 and

B =2) this inplenmentation approach only requires a table of size |ess
than 0.5kB (over 20x smaller), solely due to the fact that it is

| -isogenous to a Weierstrass curve with a=-3 paraneter with
relatively small paraneter |=2 (conpared to | =47, as is the case with
Curve25519 itself).
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6.

| mpl enent ati on Consi der ati ons

The efficiency of elliptic curve arithmetic is primarily determ ned
by the efficiency of its group operations (see Appendix C). Numerous
optim zed fornul ae exist, such as the use of so-called Mntgonery

| adders wth Montgonmery curves [ Mont-Ladder] or with Wi erstrass
curves [Wei-Ladder], the use of hardcoded a=-3 donmai n paraneter for
Wei erstrass curves [ ECC-Isogeny], and the use of hardcoded a=-1
domai n paraneters for tw sted Edwards curves [tEd-Fornulas]. These
all target reduction of the nunber of finite field operations
(primarily, finite field nmultiplications and squarings). O her
optim zations target nore efficient nodul ar reductions underlying
these finite field operations, by specifying curves defined over a
field G/(q), where the field size q has a special formor a specific
bit-length (typically, close to a multiple of a machi ne word).
Dependi ng on the inplenentation strategy, the bit-length of q may
also facilitate reduced so-called "carry-effects” of integer
arithnetic.

Most curves use a conbi nation of these design philosophies. Al N ST
curves [FIPS-186-4] and Brai npool curves [RFC5639] are Wi erstrass
curves with a=-3 domain paranmeter, thus facilitating nore efficient
el liptic curve group operations than with a<>-3 (via so-called
Jacobi an coordinates). The N ST curves and the Montgonery curve
Curve25519 are defined over prinme fields, where the prine nunber has
a special form whereas the Brainpool curves - by design - use a
generic prime nunber. None of the NI ST prinme curves, nor the

Brai npool curves, can be expressed as Montgonery or tw sted Edwards
curves, whereas - conversely - Mntgonery curves and tw sted curves
can be expressed as Wi erstrass curves.

Wil e use of Wei 25519 all ows reuse of existing generic code that

i npl enents short-Wierstrass curves, such as the NI ST curve P-256, to
al so i npl enent the CFRG curves Curve25519 or Edwar ds25519, this

obvi ously does not result in an inplenentation of these CFRG curves
that exploits the specific structure of the underlying field or other
speci fic domain paranmeters (since generic). Reuse of generic code,
therefore, may result in a |l ess conputationally efficient curve

i npl enentation than woul d have been possible if the inplenentation
had specifically targeted Curve25519 or Edwards25519 alone (with the
overall cost differential estimted to be sonmewhere in the interval
[1.00-1.25]). |If existing generic code offers hardware support,
however, the overall speed may still be larger, since |less efficient
formul ae for curve arithnetic using Wi 25519 curves conpared to a

di rect inplenentation of Curve25519 or Edwards25519 arithnetic may be
nore than conpensated for by faster inplenmentations of the finite
field arithnmetic itself.
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Overall, one should consider not just code reuse and conputati onal
efficiency, but also devel opnment and mai nt enance cost, and, e.g, the
cost of providing effective inplenentation attack counternmeasures
(see al so Section 8).

7. Inplenmentation Status

[Note to the RFC Editor] Please renove this entire section before
publication, as well as the reference to [ RFC7942].

This section records the status of known inplenentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinentation
and feedback that have nade the inpl enmented protocols nore mature.

It is up to the individual working groups to use this infornmation as
they see fit.

Ni kol as Rosener eval uated the performance of sw tching between
different curve nodels in his Master’s thesis [Rosener]. For an

i mpl enent ati on of Wi 25519, see <https://github.com ncrme/ c25519>.
For support of this curve in tinydtls, see <https://github.conf ncre/
tinydtls>.

ANSSI (the national cybersecurity agency of France) inplenented the
Ed25519 signature schene using a generic ECC library for short-

Wei erstrass curves instantiated with the Wi 25519 donmai n paraneters,
where this was notivated by the desire to both keep the library core
mat hemati cal foundati ons sinple and keep the defense-in-depth
(regarding software security and si de-channels) focused on a rather
l[imted part. For further details, see
<https://githubnmenory. com i ndex. php/ repo/ ANSSI - FR/ | i becc>.

According to <https://comrmunity. nxp.com docs/ DOC-330199>, an
i npl enmentati on of Wi 25519 on the Kinets LTC ECC HW pl atform i nproves
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t he performance by over a factor ten conpared to a stand-al one
i npl enentati on of Curve25519 wi t hout hardware support.

The signature schenme ECDSA25519 (see Section 4.3) is supported in
[ RFC8928] .

8. Security Considerations

The different representations of elliptic curve points discussed in
this docunent are all obtained using a publicly known transformation,
which is either an isonorphismor a | owdegree isogeny. It is well-
known that an isonorphismmaps elliptic curve points to equival ent

mat hemat i cal objects and that the conplexity of cryptographic

probl enms (such as the discrete |ogarithm problem) of curves rel ated
via a | owdegree isogeny are tightly related. Thus, the use of these
t echni ques does not negatively inpact cryptographic security of

el liptic curve operations.

As to inplenmentation security, reusing existing high-quality code or
generic inplenentations that have been carefully designed to

wi t hstand i npl enentation attacks for one curve nodel may allow a nore
econoni cal way of devel opnent and nai nt enance than providing this
sane functionality for each curve nodel separately (if multiple curve
nodel s need to be supported) and, otherw se, may all ow a nore gradual
mgration path, where one may initially use existing and accredited
chi psets that cater to the pre-dom nant curve nodel used in practice
for over 15 years.

Elliptic curves are generally used as objects in a broader

crypt ographi c schene that may include processing steps that depend on
t he representati on conventions used (such as with, e.g., key
derivation foll ow ng key establishnent). These schenes shoul d

(obvi ousl y) unanbi guously specify fixed representations of each input
and output (e.g., representing each elliptic curve point always in
short-Wierstrass formand in unconpressed tight MSB/ nsb format).

To prevent cross-protocol attacks, private keys SHOULD only be used
wi th one cryptographic schene.

Private keys MJUST NOT be reused between Ed25519 (as specified in

[ RFC8032] ) and ECDSA25519 (as specified in Section 4.3). Simlarly,
private keys MJUST NOT be reused between Ed448 (as specified in

[ RFC8032] ) and ECDSA448 (as specified in Section 4.4).

To prevent intra-protocol cross-instantiation attacks, epheneral
private keys MJST NOT be reused between instantiations of ECDSA25519
or of ECDSA448.
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Wth ECDSA25519 and ECDSA448, the sanme private signature key MJUST NOT
be reused between application scenari os where nessage encodi ng and
decoding rules vary, since this may jeopardi ze nessage unforgeability
properties; see also the Note in Section 10.2.1. (In fact, this

hol ds for any signature schene, not just ECDSA.)

9. Privacy Considerations

The transformati ons between different curve nodels described in this
docurnent are publicly known and, therefore, do not affect privacy
provi si ons.

Use of a public key in any protocol for which successful execution
evi dences know edge of the corresponding private key inplicitly
indicates the entity holding this private key. Reuse of this pu